NamaTtka gna odyyarowmxca 06 MHpopMaLMOHHON
Oe3onacHoOCTU aeTeun

HEJIb351

1. Bcem moapsn cooOmark cBoo 4yacTHY0 uHGopManuio (Hactosmme uMs, Gpamuiuio, TenedoH,
ajipec, HOMep MIKOJIbI, a TaKxke (oTorpaduu CBOM, CBOCH CEMbU U IpYy3€il);

2. OTKpbIBaTh BIOXKEHHBIE (hailiIbl 3TIEKTPOHHON MOYTHI, KOI'JIa HE 3HACIlb OTIPABUTEIS;
3. I'pyOuts, npuaupathesi, OKa3bIBaTh JABJICHHUE - BECTH c€0s1 HEBEKIIMBO U arpecCUBHO;

4. He pacnopspkaiicsi IeHbraMH TBOCH ceMbU 0€3 pa3pelieHHs CTapIIuX - BCErja CIpalInBai
poauTene;

5. He Bcrpeuwaiics ¢ MIHTEpHET-3HAKOMBIMU B pEalbHOM JKU3HHU - IIOCOBETYMCS CO B3pOCIIBIM,
KOTOPOMY JOBEPSCIIb.

OCTOPOXHO

1. He Bce mumryt npaBay. Yuraems o cebe HenpaBay B MHTepHeTe - coo0mm 00 3TOM CBOUM
POIUTENSAM WM ONIEKYHAM;

2. [lpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OOMEHUBATHLCS - IPOBEPD, HET JIU MOJBOXA;
3. HezakonHoe konupoBanue ¢aiiinoB B UHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIBIM O IIpoOJieMaxX B CETH - OHU BCErJa MOMOTYT;

5. HCHOHBSYﬁ HaCTpOﬁKH 0€30IaCHOCTH U IIPpUBAaTHOCTH, YTOOEI HE MOTCPATH CBOU aKKAYHTBI B
COLCCTAX U APYIrux rnoprajlax.

MOKHO

1. YBaxkaii Ipyrux nojbp30BaTeneu;

2. [lonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4, O6H_[8.TBCSI 34 NIOMOIIBIKO B3POCIIBIM - POAUTCIIN, OIICKYHbBI U aAMUHUCTPALUA CaliTOB Bcermga
IMOMOT'YT;

5. IIpoitnu o6yuenune Ha caiite "CeTeBUUOK" M MOTYUr MACTIOPT HUPPOBOTO rpakJaHHUHA!

MHcpopmaumoHHas namsaTka Ans ody4varomxca Ans pasmeLeHnsa Ha opmumanbHbIX
MHTEepHeT-pecypcax

C KaX/IbIM TOJJOM MOJIOJIS)KH B UHTEPHETE CTAHOBUTCA OOJbIIE, a NIKOJbHUKH OJHU U3 CaMbIX
aKTHBHBIX mojab3oBarened Pynera. Mexay TeMmM, IIOMHMO OTPOMHOIO  KOJMYECTBA
BO3MOXKHOCTEH, MHTEpHET HeceT U MpoOsieMbl. DTa MaMsATKa JOJDKHA MMOMOYb Tebe Oe30MacHo
HaXOJUTHCS B CETH.

KoMnbroTepHbie BUPYChI

KomneioTepHblit BHpPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX IMPOTPaMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOHl SBISETCS CIMOCOOHOCTh K pasMHOXKEHHIO0. B jomoiHeHune K 3TOMY,
BUPYChl MOTYT TIOBPEAWTh WM TOJHOCTBIO YHUYTOXUTh Bce (Qailibl U JaHHBIE,
MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apakeHHas: IporpaMma,
a TaKXe MOBPEANUTh WIH JaK€ YHUYTOXXHUTH OINEPAIOHHYIO CHUCTEMY CO BceMH (aiimamu B
1esioM. B GonbIIMHCTBE CilyyaeB pacpoCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.



MeTopl 3aIUThI OT BPEAOHOCHBIX MPOTPAMM:

1. Mcnonb3yii cOBpeMEHHBIE ONEPALlMOHHBIE CUCTEMbI, UMEIOINE CEPbE3HBIH YPOBEHD 3aAILUTHI
OT BPEIOHOCHBIX IIPOrPaMM;

2. TlocrossHHO ycTaHaBnuBail maytu (IUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHYECKU
YCTAHABJIMBAIOTCS C IENBI0  JTOpabOTKM MpOrpaMMbl) M JPYyrHe OOHOBJICHUS CBOEHU
orepanuoHHoi cucrembl. CkaunBail X TONBKO ¢ odunuaipHoro caira pazpadorunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE IOJ MpaBaMU IOJb30BaTENsl, a HE aAMUHUCTpAaTOpa. JDTO HE
HIO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX HPOTPaMM HWHCTAITIMPOBATHCS HA TBOEM IEPCOHATIBHOM
KOMITBIOTEPE;

4. Vcnonp3yil aHTUBHPYCHBIC HPOrpaMMHBIC IPOIYKTHl H3BECTHBIX IPOM3BOJUTEICH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0as3;

5. Orpannyb (HU3HYECKHA JOCTYI K KOMIIBIOTEPY Il TOCTOPOHHUX JIMIL;

6. Vcronp3yil BHEHIHME HOCUTENH HH(pOpMAIMM, Takue Kak (iemka, IMck wid ¢ain u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkppiBaii KOMIBIOTEpHBIE (hAIIbI, TOyYeHHBIE U3 HEHA/IEKHBIX HCTOYHHUKOB. [laxe Te
(aiinbl, KOTOpbIE MPUCIIA TBOW 3HaKOMBIH. Jlydllie yTouHH y HEro, OTIpaBJIsl JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 3T0 He BUJ niepeiauu TaHHBIX, HE TEXHOJIOTHs, a BCETo JIMIIbL OpeH, mapka. Eme B 1991
rogy HujJepiaHjickas komnaHusi 3apeructpupoBana Openny "WECA", uto 0003Hayano
cnoBocouetanne "Wireless Fidelity", koTopsiii mepeBoguTcs Kak ""0ecripoBOAHAS] TOYHOCTH .

Jlo Hamero BpeMeHHU JomuIa Apyras abOpeBuaTypa, KOTopasl sIBJISETCS TAaKOH K€ TEXHOJIOTHUEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO aHO C HAMEKOM Ha CTaHJApT BBICIICH
3ByKOBO# TexHuku Hi-Fi, uTo B mepeBoie 03HauaeT "BbICOKast TOYHOCTH".

Ja, OecrnnaTHbBId HMHTEpPHET-IOCTYN B Kade, OTeNsX U adporoprax SBISETCS OTIWYHOU
BO3MO’KHOCTBIO BBIXOJIa B HHTEpHET. HO MHOTHE 9KCIIEPTHI CUUTAIOT, YTO 0OIIeaoCcTynHbIe Wi-
Fi cetn He aBisiroTcst 0€30TaCHBIMU.

Cogetbl 110 0€30MacHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsix Wi-fi:

1. He mepenagaii cBoro nuuHyto MHpOpManuio yepe3 obdmenoctynusie Wi-Fi cetu. PaGoras B
HUX, JK€JIaTeJIbHO He BBOJUTH MAapOJIM JOCTYIA, JOTMHBI U KaKue-TO HOMEpa;

2. Hcnone3yil M OOHOBISAH aHTHUBHpPYCHBIE NporpamMmbl M OpaHaMmayep. TeM caMbIM Tbl
o0e3onacuiib ceds 0T 3aKaYKU BHpPYyca Ha TBOE YCTPOHUCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun ¢ynkuuio "OOmmii 1octyn K ¢aitiam u npusHtepam'.
JanHas QyHKIMS 3aKphITa 10 YMOJYaHUIO, OJHAKO HEKOTOPHIE IMOJ30BATEIH aKTHBHPYIOT €€
ISl yT0OCTBA MCTIONIb30BaHUs B paboTe UiIH yueoe;

4. He ucnone3yit myomuuneiii WI-FI nns nepenaum nuuHbIX JaHHBIX, HAIPUMEpP 7S BbIXO/a B
COIIMAJIBHBIE CETU WJIM B DJIEKTPOHHYIO MTOUTY;

5. Wcnonp3yii Tonpko 3amuiieHHoe coeannenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-apeca BBOAM UMeHHO "https://";

6. B mobunsHOM Tenedone orkimoun Gynkuuio "lloakmouenne k Wi-Fi aBromatnuecku". He
JIOITyCKai aBTOMaTHYECKOTO MOJIKIIIOUYEHHUs yCTpoiicTBa Kk ceTsim Wi-Fi 0e3 TBoero cornacus.

CoumnajbHble ceTH



CoruanbHble CETH aKTHBHO BXOSAT B HAIly XU3Hb, MHOTHE JIIOAU PabOTAlOT M KUBYT TaMm
noctosiHHO, a B Facebook yke 3apeructpupoBaH MIILIHAp] YEJIOBEK, UTO SIBJISIETCS OIHOM
CebMOM BCEX KHUTENEH IUIaHeThl. MHOTHE TOJb30BaTeIM HE MOHUMAIOT, YTO HHpOopmarms,
pa3MeIleHHas UMU B COIIMAJIbHBIX CETAX, MOXKET ObITh HaliJleHa U MCIOJIb30BaHa KEM YrOJHO, B
TOM YHUCJIEe HE 0053aTeIbHO ¢ OJIarMMU HaMEPEHUSIMH.

OCHOBHBIE COBETHI 10 O€30IAaCHOCTH B COLMAJIBHBIX CCTAX:

1. Orpannub CIUCOK Jpy3ed. Y TeOsi B APY3bsX HE JOJDKHO OBITh CIYYaHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amumniaii cBOIO YacTHYI XU3Hb. He ykaswiBail maposu, TeinedoHbI, aapeca, AaTy TBOETO
POXICHHSI U JAPYTyIO JTUYHYI0 WH(POpPMAIMIO. 3JO0YMBIIUICHHUKH MOTYT HCIOJIb30BaTh JaXKe
UH(OPMAIIHIO O TOM, KaK Thl U TBOH POJUTEIIN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3ammiai cBOK pEeryTaluio - JEPKU €€ B YUCTOTE M 3ajaBail cebe BOMPOC: XOTed OBl THI,
YTOOBI JPyrue MOJb30BATEIM BUACIH, YTO ThI 3arpyxkaemib? [logymaii, mpexae 4eM YTo-TO
OITy0JIMKOBATh, HAITUCATD U 3arPY3UTh;

4. Ecnu THI TOBOpHUIIb C JKOJAbMH, KOTOPBIX HC 3HACHIb, HC HCHOHBSYI;'I CBOC pCajIbHOC HMA U
APYT'YHO JINYHYIO I/IH(bOpMaI_II/II/IZ UM, MECTO KUTCIIBCTBA, MECTO y‘le6H H IIPOYCC;

5. U36erait pasmemenusi gororpaduit B MHTEepHeTe, rae Thl M300paK€H Ha MECTHOCTH, IO
KOTOPOM MO>KHO OIPENETUTH TBOE MECTOMOJIOKEHHUE;

6. HpI/I perucrpanyu B COIlMAJIbHON CeTH H606XOI[I/IMO HCIIOJIb30BAaTh CJIOXKHBIC IIapOJIH,
COCTOAIINUE U3 6YKB u I_II/I(l)p 1 C KOJINYCCTBOM 3HAKOB HC MCHCC 8;

7. a5 conpanbHOM ceTH, MOYThl M JPYTUX CaiTOB HEOOXOAUMO HCIIOJIb30BaTh Pa3HbIE MapOIH.
Torma eciu TeOs B3IIOMAIOT, TO 3JIOYMBINIICHHUKY TTOTYYaT JOCTYIT TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

JIeKTPOHHBbIE IeHbI' U

SHGKTpOHHHe JCHBI'M - 3TO OYCHb y,[[O6HbII>i cIoco0 HHaTe)Keﬁ, OOHAKO CYHIECCTBYIOT
MOIICHHUKU, KOTOPBIC XOTAT MOJYUYNUTb 9TU NCHBI'U.

SJICKTpOHHHe JCHbI'M TIIOABUWJIIMCH COBCEM HCAABHO MW HWMCHHO H3-3a 3TOI'O BO MHOI'HX
rocyaapCTBax A0 CHUX ITOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccun e oHM (YHKIMOHMPYIOT M O HUX YyXe MPOINUCAHO B 3aKOHE, TJ€ MX pa3AeisioT Ha
HECKOJIbKO BHUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspelaercss MpOBOAUTH ONepauuud 0e3 UACHTU(HUKAIMKU T[0JIb30BaTeNns, a B
HEaHOHMMHBIX MJIeHTH(UKALNS T0JIb30BATEINS ABISETCS 0053aTEbHOM.

Taxxe CICAYCT pa3indaThb JJICKTPOHHBIC (1)I/IaTHBIe JACHBI' (paBHLI rocyaapCTBCHHbBIM BaJ'IIOTaM)
U DJICKTPOHHBIC HC(I)I/IaTHLIe JACHBI' (He PpaBHBI TOCYAapCTBECHHBIM BaJ'IIOTaM).

OcHOBHBIE COBETHI 110 0€30MaCHOI padboTe C AIEKTPOHHBIMU J€HbIAMU:

1. IlpuBspku K cyeTy MOOWIBHBIM TeiaepoH. DTO camblii yHOOHBIM M OBICTPBIA crOCOO
BOCCTAHOBUTh JOCTYN K cuery. I[IpuBsizanHbIii TenedoH mnoMoOXkeT, eciu 3alynemb CBOH
IUTATEXHBINA NTApOJIb UIIU 3aiACIIb HA CAWT C HE3HAKOMOI'O YCTPOICTBa;

2. I/ICHOHBSyﬁ OHOPA30BBIC ITAPOJIN. IIocne nepexona Ha YCUJICHHYKO aBTOPU3aAIUIO Tebe YiKe
HC 6y,Z[CT YIpoKaThb OMACHOCTL KpaXu WJIN NIEPEXBATA IJIATCIKHOTO IMAPOJIs;

3. BeiOepu cnoxublii naponb. [IpectynmHukam OyaeT HE MPOCTO yraaaTh CIOKHBIM MapoJb.
HanexHsle mapoau - 3TO mapoiiu, KOTOpbIE COJiepKaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B cels
CTpPOYHBIE U TPONUCHBbIE OYKBbI, HU(PHl U HECKOIbKO CHUMBOJIOB, TaKM€ KaK 3HaK Jo0JuIapa,
(yHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hanpumep, $tROng!;;



4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CalTaX, KOTOPBIM HE JIOBEPSCIIIb.
DJIeKTPOHHAS MMOYTA

OJeKTpOHHAas IoYTa - 3TO TEXHOJIOTUS M IPENOCTaBIsIEMbIE €K YCIYrd IO INEepechUIKE U
IIOJIyUEHHUIO DJIEKTPOHHBIX COOOILIEHWM, KOTOpbIE pacCHpelesaloTCsl B  KOMIIBIOTEPHON
ceTd. OOBIYHO  3JIEKTPOHHBIM  MOYTOBBIM  SIIMK  BBINIAAMT  CIEIYIOLUM  00paszoMm:
UMs_TIONIB30BATEeISI(@UMSL_JOMeHa. Takke KpoMme IMepeJadyd MpoCTOr0 TEKCTa, HMEeTCs
BO3MOXKHOCTb IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TacCHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hago BwIOpaTh TNpaBWIbHBIA IOYTOBBIA CEpBHC. B HHTEpHETE €CTh OTPOMHBIM BHIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIllEe JOBEPATh TEM, KOTO 3HACIIb U KTO MEPBHINA B
pEUTHHTE;

2. He ykaspiBaii B JMYHONW moYTe JHuYHYIO uHGpopmanmioo. Hampumep, nydmie BbIOpaTh
"My3bIKanbHbIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Vcnonb3yil ABYXATAHYIO aBTOPU3ALMI0. JTO KOI/Ia IOMHUMO IapoJisi HYKHO BBOJUTH KOJ,
npucbuIaeMblil mo SMS;

4. BoiOepu CIOXKHBINA Mapoiib. J{s KaXa0ro MOYTOBOTO SIIUKA JTOJKEH OBITh CBOW HAJCKHBIMH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTth BO3MOXHOCTh HalMCaTh CAaMOMY CBOM JIMYHBIM BOIIPOC, HCIONB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SMIMKOB. [IepBblil [yIs1 4acTHOW MEPENUCKHU C aJpecaraMy,
KOTOPBIM ThI JOBEPSACIIL. DTO IEKTPOHHBIN aIpec HE HAJ0 UCIIONIb30BaTh IIPU PErMCTpalui Ha
dopymax u caiitax;

7. He oTkpbiBail Qaiinasl U Ipyrue BIOXKEHUS B IUCbMax, Jake€ €CIU OHU MPUILIM OT TBOMX
npys3eil. Jlydiie yTo4HH y HUX, OTHPABIIsUIN JIM OHU TeOe 3T (aiiibl;

8. Ilocne oxoHuaHMs pabOThI Ha MOYTOBOM CEPBHCE MEpe] 3aKPbITUEM BKIAJKU C CAlTOM He
3a0yap HaXxaTh Ha "Beriftn".

Ku6epOy/uiuHT WM BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuHr - mpecienoBaHue COOOIIEHUSIMH, COJEPKAIIMMU OCKOpPOJICHHS, arpeccuto,
3aIyrUBaHue; XYyJIUTaHCTBO; COLMaIbHOE OOMKOTHPOBAHHME C TMOMOIIBIO PA3IMUYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 O0PHOE ¢ KNOEPOYIUITMHIOM:

1. He 6pocaiicst B 6oit. JIyummii crioco0: MocoBETOBaThCS Kak ce0si BECTH U, €CJIM HET TOTro, K
KOMYy MOXHO OOpaTuUThCS, TO BHauaje YCHOKOUThCA. Ecnum Thl HayHelmb OTBEYaTh
OCKOpOIJIEHUSIMU Ha OCKOPOJICHHMSI, TO TOJBKO eI1le OOJbIIe pa30oXiKellb KOHPIUKT;

2. Yopasnsii cBoei kubeppernyrainmei;

3. AHOHUMHOCTb B C€TH MHHMAs. CymeCTBYIOT CITOCOOBI BBISICHUTDH, KTO CTOUT 3a aHOHHMMHBIM
AKKAYHTOM;,

4. He cTouT BecTH XyJIMTaHCKUI 00pa3 BUPTyalbHOH kHU3HHU. MIHTEpHET (UKCUpPYET BCE TBOU
JIeMCTBUS M COXpaHAET UX. Y JauTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Co0Oroiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. UrHopupyil enuHu4HbI HeratuB. OJHOpa3oBble OCKOPOUTENbHBIE COOOLICHUS JIydlle
UrHopupoBaTh. OObIUHO arpeccusi IpeKpauaeTcs Ha HauaabHOU CTaaNH;



7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B COITUAIBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOINEHUH C OMPEICIICHHBIX apecoB;

8. Ecnu Thl cBuzaerens kuOepOysuinHra. TBOM JOEHCTBHS: BBICTYIUTH NMPOTUB IIPECie10BaTeNs,
[I0Ka3aTh €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HEraTUBHO, NOJIEpPXkaTbh >KEPTBY, KOTOPOI
HY>KHa TICUXOJIOTUYECKasi MOMOIIb, COOOIIUTh B3POCIBIM O (haKTe€ arpeCCUBHOTO MOBEIEHUS B
CeTH.

MoOuabHbIi Tesie)oH

CoBpeMeHHble cMapT(HOHBI U TUIAHIIETH COAEPKaT B ceOe BIIOJIIHE B3POCIHbIA (YHKIHMOHAM, U
Terepb OHM MOTYT KOHKYpHUPOBaTb CO CTAallMOHAPHBIMHM KoMmibtoTepamu. OJHAKO, CpencTB
3alIUTHI JIs1 TOJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TeCcTMpoBaHME U MOUCK YSI3BUMOCTEH B
HUX IPOMCXOJUT HE Tak MHTeHCuBHO, kak ans [IK, To ke camoe kacaercss U MOOMJIBHBIX
MIPUITOKEHU .

CoBpemeHHbIE MOOUITBHBIE Opay3epbl yKe MPAKTUYECKU JOTHAIM HACTOJIbHBIE aHATIOTH, OJJHAKO
pacuupenue (pyHKIMOHAA BIeYeT 3a CO00H OOJBIIYIO CI0KHOCTh U MEHBIIIYIO 3alUIIEHHOCTD.

I[aJ'IGKO HEC BCC IMPOU3BOAUTCIIN BbIITYCKAIOT O6HOBJ'ICHI/I${, 3aKPbIBAIOIMHUEC KPUTUYCCKHUC
YA3BUMOCTHU U1 CBOUX YCTpOﬁCTB.

OcHoOBHBIE COBETHI ISl 0€3011acHOCTH MOOMITBLHOTO TenedoHa:

Huuero He sBisercs mo-HAcToseMy OecIulaTHBIM. bBbyab oOCTOpoXeH, Beap Korja Tede
npeIaralT OeCcIUIaTHRIA KOHTCHT, B HEM MOTYT OBITh CKPBITHI KAKHWE-TO TUIATHBIC YCIIYTH;

Hywmaii, npexxae uem otnpaButb SMS, ¢oto mimm Bugeo. Tl TOYHO 3HAeUIb, TA€ OHU OYyAyT B
KOHEYHOM HUTOre?

Heo6x011umMo 00HOBIIATH ONEpAllMOHHYIO CUCTEMY TBOETO CMApT(OHa;
Hcnonp3yit aHTUBHPYCHBIE IPOTPaMMBbI 1J11 MOOUJIBHBIX TeNe()OHOB;

He 3arpy>1<aﬁ IMPUITIOKCHUSA OT HCU3BECCTHOI'O HCTOYHHKA, BCIAb OHH MOI'yT COACPKATH
BPCAOHOCHOC NIPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocne TOro Kak Thl BBIACILIL C caiiTa, 1€ BBOJWI JUYHYIO MHPOPMAIIHIO, 3aii11 B HACTPOUKHU
Opaysepa u ynanu cookies;
[Teproanuecku MpoBepsii, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JaBaii cBoit HoMep MOOWIBHOTO TenedoHa TONBKO IIOMSM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth momxkeH OBITH BBIKIIOYEH, KOT/a Thl UM HE TMoib3yelibcs. He 3a0biBaii nHOrma
MPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE pa3BiIeueHUs, 00bEINHSIONINE
COTHH THICSAY YEJIOBEK MO BceMy MHpy. Urpoku ucciaenyroT JaHHBIA UM MUD, OOIIAIOTCS APYT C
JIPYTOM, BBIMOJHSIOT 3aJaHusl, CPAKAIOTCA ¢ MOHCTPAMHU U IOJIYYarOT OIBIT. 3a yIOBOJBCTBUE
OHH TUIATAT: MOKYMAIOT IUCK, OIUIAYMBAIOT A0OHEMEHT WU MIPHUOOPETA0T KAKHE-TO OIIINH.

Bce »Tu cpenctBa mayT Ha MOJAEpKAHWE W PAa3BUTHE UTPHI, a TAKKe HA caMmy 0€30MacHOCTh:
COBEPIICHCTBYIOTCSI CUCTEMBl aBTOPHU3AIIMH, BBITYCKAIOTCS HOBBIC MaTuu (MU(POBBIC 3aIIaTKA
JUTISL IPOTPaMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUrpax CTOUT OIIaCcaTbCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaXH TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allun OONBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30IMaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:



1. Ecnu npyroit urpok Bezper celsi II0OXO MM co3qaeT TeOe HeNpHUATHOCTH, 3a0JOKHpYH €ro B
CIHCKE UTPOKOB;

2. HO)I(&J'nyICH AIMUHHUCTpAaTOpaM HUIPEI Ha IIIIOXOC€ IIOBCACHHUE OTOI'O HIPOKA, KEJIATCIIBHO
IIPUIOKUTH KaKHUE-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He yka3piBaii TnuHyt0 HHPOpMALUIO B Ipodaiine urpsl;
4. YBaxail Apyrux y4acCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeO(UIIUAIBHBIE TATYN U MOJIBI;

6. Mcnonb3yl CI0KHBIE M pa3HbIE MMAPOJIH;

7. Jaxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYaTh aHTUBHpPYC. [loka Tl Urpaeiib, TBOM KOMIBIOTEP
MOTYT 3apa3UTh.

@OUIIUHT WA Kpaxka JUIHbIX JaHHbIX

OObIuHOM Kpaxked JeHer U JOKYMEHTOB CEroJHsl YK€ HUKOrO HE yJIMBHIIb, HO C Pa3BUTHUEM
MHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA TEPEeMECTUINCh B HHTEPHET, U MPOJIOJIKAIOT
3aHUMATHCA ""MIOOUMBIM" HEJIOM.

Tak nosiBUIach HOBas YIpo3a: HHTEPHET-MOIICHHINYECTBA WM (DUILUHT, TJIaBHAS LIEJIb KOTOPOTO
COCTOHT B TOJIYYCHUU KOH(MUICHIMAIBHBIX JaHHBIX TOJIh30BATENICH - JJOTMHOB M mapoiieil. Ha
aHrnuickoMm si3pike phishing unrtaercs xak ¢umuHr (ot fishing - peiOHas noBmus, password -
11apoJib).

OcHOBHBIE COBETHI IO O0pHOE ¢ HUIITHMHTOM:

1. Cnenun 3a cBouM akkayHTOM. Ecim ThI 10J103peBaeiib, 4TO TBOSI aHKETa ObUIAa B3JIOMaHa, TO
HEO00XO0UMO 3a0JIOKUPOBATH €€ U COOOIINTHh aJAMHHHCTpPATOpaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YHCJIC, MHTEPHET-Mara3nHOB U TIOMCKOBBIX CUCTEM;

3. Ucnonw3yit cioxHbie U pa3Hble mapoiu. Takum oOpa3om, eciau Te€Os B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKHW ITOJYYaT JOCTYII TOJIBKO K OJJTHOMY TBOCMY HpO(bI/IJ'II-O B C€THU, a HEC KO BCEM,

4. Ecin 1e0s B37IOMand, TO HEOOXOAUMO MPEAYNpPENUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no6aBiieHb! y TeOsl B IpY3bsIX, O TOM, YTO T€Os B3JIOMAIN U, BO3MOKHO, OT TBOEr0 UMEHHU OyJeT
pacchlIaThes CIaM U CChUIKM Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HazaexHbIi napois (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJis B Opaysepe;

7. He otkpbiBaii Qaitibl U Ipyrue BIOKEHHS B MHUChbMaX, JIaXX€ €CJIM OHHM MPUIILIM OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISIA JIU OHU Te0e 3T (aiiibl.

Hudposas penyranus

[ludposass pemyranust - 3TO HEraTHMBHAas MM TO3UTHUBHas HMH(OpManus B ceTH O Tebe.
Komnpomerupytomas unpopmaius, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3uThbcs Ha TBoed peanbHOU ku3HU. "LludpoBas penyranus" - 3TO TBOM UMHIK, KOTOPBINA
dopmupyetcst u3 uHpopMaIMK O Tebe B MHTEPHETE.

TBoe mecTo KUTCIILCTBA, yqe6L1, TBOC (I)I/IHaHCOBOC TTOJIOXKCHHC, 0COOEHHOCTHU XapaKkTepa U
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MYONUKAIMM JUYHOW WHGpOpMaluud B
WnTepHere, He MOHUMAasi BO3MOXKHBIX MOCIEACTBUI. Thl 1axe HE CMOXKEIIb JOTaJaThCs O TOM,
yT0 (poTorpadus, pazmenieHHas 5 JeT Ha3a/l, cTajla IPUYUHON 0TKa3a MPUHATH TeOs Ha padoTy.



KommenTapuu, pa3menienre TBoux Gororpaduii u qpyrue AeWCTBUS MOTYT HE HCUE3HYTh Jake
[I0CJI€ TOTO, KaK Thl MX YAAJIHIIb. Thl HE 3HAEIIb, KTO COXPaHWUI 3Ty MHPOPMALUIO, Monana JIu
OHa B TIOMCKOBBIC CHCTEMBbl M COXpaHMJACh JHM OHA, a IJIABHOE: YTO MOAyMAalT O Tebe
OKpY’KarollMe JIOAHU, KOTOpble HalayT u yBuaaT 3to. Hailtu undopmainuio MHOro Jer crnycrs
CMOXeT JI000# - Kak U3 J0OpbIX MOOYXKIEHHUH, TaKk U C HaMEepeHHEeM MPUYUHHUTH Bped. DTO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3aLIUTE U(PPOBON permyTaIiu:

1. [Moxymaii, mpesx/ie 4eM 4To-TO MyOJIIMKOBATh U NepeaaBarh y ceds B 010Te UM B COLUATIBHON
CeTH;

2. B mactpoiikax mpo¢uis YCTaHOBH OTPAaHHWYEHHUS HAa INPOCMOTP TBOETO Mpoduis u ero
COJIEP’)KUMOT0, ClIeNai ero TOJbKO "Isl Ipy3en';

3. He pa3memaii 1 He yka3biBail MHPOPMAIUIO, KOTOpas MOXKET KOTO-THO0 OCKOPOIATH WK
00MKAaTh.

ABTOpCKOE NIPpaBo

CoBpeMeHHbIE ILIKOJIBHUKHA - aKTUBHBIE IOJb30BaTENNM LUGPOBOro mnpocTpaHcTBa. OpHako
JIAJIEeKO HE BCE 3HAIOT, YTO IOJIb30BAaHUE MHOTHMH BO3MOXHOCTSIMH U(GPOBOrO0 Mupa Tpedyer
COOITIO/ICHHSI TIPaB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

TepMuH "MHTE/UIEKTyajdbHasi COOCTBEHHOCTb" OTHOCUTCS K  Ppa3IUYHBIM  TBOPEHUSIM
4eJI0BEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIONIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaH4YMBasg KHHUTamu, QoTtorpadusiMu, KUHOQWIBMaMH U
MYy3bIKaJIbHBIMHU IPOU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO NpaBa Ha UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTyppl U MCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KadeCTBE IapaHTUU TOTO, 4TO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeIJIMBBIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOErO TPy/Ja, MOJYyYUTh U3BECTHOCTh U MPU3HAHHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOM3BOIUTH €r0 IPOU3BEIEHHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B MpPOKaT, MyOJIWYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHSTh B 3pUpe Ui pazmeniats B IHTepHeTe.

Hcnons3oBaHue "HI/IpaTCKOl"O" porpaMMHOTIO oOecrieUeHUsT MOXKET IIpUBECTH K MHOTHUM
PpUCKaM: OT MNOTCPpHU OJaHHBIX K TBOMM aKKayHTaM O 6J'IOKI/IpOBKI/I TBOCTO yCTpOﬁCTBa, rac
YCTAaHOBJICHA HEJICTAJIbHAA MporpamMma. He crout takxe 3a6LIBaTL, 4TO CYHIIECTBYIOT JICTAJILHBIC
1 OecCIIaTHBIC IIporpaMmabl, KOTOPBIC MOKHO HalTH B CETH.

O nopraJjie

CeteBUYOK.p( - TBOM TJIAaBHBIA COBETYUK B CETH. 37€Ch Thl MOXKEIIb Y3HATh O O€30MaCHOCTH B
CEeTU TOHSATHBIM M JIOCTYNHBIM SI3BIKOM, a IPU BO3HUKHOBEHMHM KPUTHYECKOM CUTyalluu
00paTUTBHCS 32 COBETOM. A TakXe MPUHATh y4acTHE B KOHKypcaX U CTaTh CaMbIM IU(PPOBHIM
rpaXxaaHuHOM!






